OBAVESTENJE O OBRADI PODATAKA O
LICNOSTI NA OSNOVU PRISTANKA
KORISNIKA

Potvrdujem da sam obavesten i da sam razumeo
da moji podaci o li¢nosti mogu biti obradivani od
strane i/ili u ime i za racun privrednog drustva
EKO SERBIA AD, Tosin Bunar 274a, Beograd,
MB: 17413333, PIB: 100118236 (,,Drustvo®), u
svojstvu rukovaoca podataka, na nacin i pod
uslovima opisanim u daljem tekstu ovog
dokumenta.

= Vrste licnih podataka i nacin njihovog
prikupljanja

Li¢ni podaci su bilo koji podaci koji se odnose na

fizicko lice €iji je identitet odreden ili odrediv.

Podatke o li¢nosti Drustvo prikuplja direktno od
Vas kao lica na koja se konkretni podaci odnose,
kao i (u meri dozvoljenoj primenljivim propisima)
od trec¢ih lica, drustava, organizacija i udruZzenja
¢iji ste Clanovi ili zaposleni ili angaZovana lica, a
u vezi sa uceS¢em lica (,,Korisnici“) u
EKONOMY Card Programu Lojalnosti u skladu
sa Uslovima za uces¢e u EKONOMY Card
Programu Lojalnosti koje je lice procitalo,
razumelo i s kojim se saglasilo.

Li¢ni podaci koje Drustvo moze obradivati mogu
narocito obuhvatiti sledece:

Ime i prezime, JMBG, datum rodenja, adresa
prebivalista, broj telefona, e-mail adresa, broj
EKONOMY Card kartice, organizacija/udruzenje

¢iji je ¢lan (,,Li¢ni podaci®).

U zakonom predvidenim situacijama, Drustvo
moze prikupljati i tzv. posebne vrste podataka o
liénosti, kao $to je ¢lanstvo u sindikatu, uvek u
potpunosti u skladu sa uslovima predvidenim
zakonom.

= Vrste radnji obrade

Radnje obrade Li¢nih podataka mogu narocito da
obuhvate:

- Prikupljanje;

- Razvrstavanje;
- BeleZenje;

- Snimanje;

- Pristupanje;

- Pretrazivanje;

- Objedinjavanje;
- Analiziranje;

- Koriséenje;

PRIVACY NOTICE BASED ON USER
CONSENT

I confirm | have been informed and | understood
that my personal data can be processed by and/or
on behalf of the company EKO SERBIA AD,
Tosin Bunar 274a, Beograd, MB: 17413333, PIB:
100118236 (“Company™), in the capacity of the
data controller, in the manner and under the terms
described in further text of this document.

= Types of the Personal Data and Manner of
Their Collecting:

Personal data means any information relating to a
natural person which is identified or identifiable.

The Company collects the personal data directly
from You as the data subjects, as well as (to the
extent permissible by applicable regulations) from
third parties in which you are members or
employees or engaged persons, and with respect
to the participation of the data subjects (“Users”)
in the EKONOMY Card Loyalty Program in line
with Terms&Conditions of the EKONOMY Card
Loyalty Program which the data subject has read,
understood and to which he/she consented.

Personal Data that the Company may process may
especially include the following:

Name and surname, personal number (JMBG),
date of birth, residence address, telephone
number, e-mail address, number of EKONOMY
Card, member’s organization (“Personal Data”).

In the cases prescribed by law, the Company may
also collect so-called special types of personal
data, such as trade union membership data, always
in full compliance with the conditions envisaged
by the law.

= Types of the Processing Activities:

The activities of the Personal Data processing
may especially include:
- Collecting;

- Classifying;

- Noting;

- Recording;

- Accessing;

- Searching;

- Merging;

- Analysing;

- Using;



- Kopiranje;

- Stavljanje na uvid;

- Otkrivanje;

- Prenosenje, ukljucujudi i transfer van Srbije;
- Cuvanje i pohranjivanje.

=  Svrhe obrade:

Svrhe obrade Li¢nih podataka od strane Drustva
obuhvataju:

= Komunikacija, informisanje i uces¢e u
EKONOMY Card Programu Lojalnosti,
zakljucenje i 1izvrSenje ugovora sa
Korisnicima EKONOMY Card Programa
Lojalnosti u skladu sa Uslovima za ucesce
u programu lojalnosti, preduzimanje
radnji  pre  zakljuCenja  ugovora,
ostvarivanje prava i pogodnosti Korisnika
EKONOMY Card Programa Lojalnosti u
skladu sa Uslovima za wufeSte u
EKONOMY Card Programu Lojalnosti,
izrade EKONOMY Card personalizovane
kartice i mobilne aplikacije kako bi
Korisnici postali ucesnici EKONOMY
Card Programa Lojalnosti i Koristili sve
pogodnosti EKONOMY Card Programa
Lojalnosti, kako bi Drustvo moglo da
Korisnicima pruzi usluge ¢ije pruzanje su
Korisnici zatrazili od Drustva shodno
ugovoru koji su zakljucili sa Drustvom u
skladu sa Uslovima za wue$¢e u
EKONOMY Card Programu Lojalnosti; i

= Komunikacija sa Korisnicima u cilju
prijema  marketinskih, reklamnih i
promotivnih ~ materijala, i  drugih
informacija o proizvodima, uslugama i
aktivnostima, od  strane Drustva,
povezanih lica Drustva i/ili partnera
Drustva (Direktno oglasavanje).

= Druga lica koja imaju pristup Li¢nim
podacima i iznoSenje Li¢nih podataka iz
Srbije:

Pored Drustva, Li¢nim podacima mogu da
pristupe i da ih Kkoriste i povezana lica Drustva
ukljuéujuéi i ona koja se nalaze van Republike
Srbije, i to u iste svrhe koje su navedene gore u
ovom dokumentu, kao i nadlezni drzavni organi u
zakonom  predvidenim  sluajevima  (npr.
tuzilastvo, sud, policija, itd.), kao i druge
kompanije kao partneri/saradnici Drustva u
EKONOMY Card Programu Lojalnosti, drustva,

- Copying;

- Disclosing;

- Revealing;

- Transferring, including transfer out of Serbia;
- Storing and keeping.

= Processing Purposes:

The purposes of the Personal Data processing by
the Company include:

= Communication, notification and
participation in the EKONOMY Card
Loyalty Program, conclusion and
execution of the agreements with the
Users of the EKONOMY Card Loyalty
Program in line with the
Terms&Conditions of the EKONOMY
Card Loyalty Program, performing
actions  before conclusion of the
agreements, achieving rights and benefits
of the Users of the EKONOMY Card
Loyalty Program in line with the
Terms&Conditions of the EKONOMY
Card Loyalty Program, production of the
EKONOMY Card and mobile application
so that Users may become participants of
the EKONOMY Card Loyalty Program
and use all benefits of the EKONOMY
Card Loyalty Program, so that the
Company may provide services which the
Users requested from the Company in line
with the concluded agreement and
Terms&Conditions of the EKONOMY
Card Loyalty Program; and

= Communication with the Users for the
purpose of receiving the marketing,
advertisement and the promotional
materials, and other information on
goods, services and activities, from the
Company, the affiliated entities of the
Company and/or the partners of the
Company (Direct Marketing).

= Other Entities Which Have Access to
the Personal Data and Transfer of the
Personal Data out of Serbia:

Besides by the Company, the Personal Data may
be accessed and used by the Company's affiliates
including those of them which are located out of
the Republic of Serbia, for the same purposes
which are stated above in this document, as well
as the competent state bodies in the cases
provided for by law (e.g., prosecutor’s office,
court, police, etc.), as well as other companies as
partners of the Company in the EKONOMY Card



organizacije i udruZenjima ¢iji su Korisnici
¢lanovi ili zaposlena ili angazovana lica sa kojima
Drustvo saraduje u vezi sa EKONOMY Card
Programom Lojalnosti kako bi Korisnici bili
informisani 0 EKONOMY Card Programu
Lojalnosti i uzeli svoje uces¢e u EKONOMY
Card Programu Lojalnosti, a samo u meri koja je
neophodna za postizanje te svrhe.

Pored toga, Drustvo i njegova povezana lica
angazuju i treca lica za pruzanje odredenih usluga,
i gde je to neophodno za odgovarajuce svrhe, U
vezi sa prikupljanjem, dostavljanjem i obradom
Li¢nih podataka (ili omoguéavaju pristup istim)
koje ti pruzaoci usluga obraduju u svojstvu
obradivata podataka, i to naroCito napred
pomenuta drustva, organizacije i udruZenja ¢iji su
Korisnici ¢lanovi ili zaposleni ili angaZovana lica
a sa kojima Drustvo saraduje u vezi sa
EKONOMY Card Programom Lojalnosti kako bi
Korisnici bili informisani o EKONOMY Card
Programu Lojalnosti i uzeli svoje uceS¢e u
EKONOMY Card Programu Lojalnosti i koristili
sve njegove pogodnosti i ostvarivali svoja prava
kao Korisnici, a samo u meri koja je neophodna za
postizanje te svrhe.

Ukoliko se Li¢ni podaci budu transferisali van
Republike Srbije u neku od drzava koja ne
obezbeduje primereni nivo =zaStite podataka o
liénosti u skladu sa Zakonom o zastiti podataka o
licnosti Republike Srbije (,,S1. glasnik RS*, br.
87/2018; u daljem tekstu: ,,Zakon*), Drustvo ¢e
ispuniti sve relevantne uslove i preduzeti sve mere
potrebne kako bi se obezbedile odgovarajuce
garancije u pogledu obrade Li¢nih podataka i
kako bi se obezbedio primereni nivo zaStite,
uklju¢ujuéi npr. primenom standardnih ugovornih
klauzula pripremljenih od strane Poverenika,
obavezuju¢ih poslovnih pravila odobrenih od
strane Poverenika, odobrenja izdatih od strane
Poverenika i sl. (za viSe detalja o primenjenim
merama obratite nam se na e-mail Vere Zivkovi¢
tj. Vera.Zivkovic@hellenic-petroleum.rs ili
dopisom na gore-navedenu adresu Drustva).

=  Pravni osnov obrade Li¢nih podataka:

Drustvo obraduje Li¢ne podatke samo na nacin i
pod uslovima predvidenim Zakonom i drugim
vazeéim propisima. Pravni osnov za obradu
Li¢nih podataka je: VaSa saglasnost na obradu
Li¢nih podataka i izvrSenje ugovora zakljucenog

Loyalty Program, companies, organizations and
associations in which Users are members or
employees or engaged persons, and with which
the Company cooperates in relation to the
EKONOMY Card Loyalty Program so that the
Users may be informed on EKONOMY Card
Loyalty Program and take participation in the
EKONOMY Card Loyalty Program, only to the
extent necessary to achieve that purpose.

Additionally, the Company and its affiliates also
engage third parties to provide certain services,
and where necessary for appropriate purposes,
collect, provide and process the Personal Data (or
provide access to them) which those service
providers process as data processors, in particular
afore mentioned: companies, organizations and
associations in which Users are members or
employees or engaged persons and with which the
Company cooperates in relation to the
EKONOMY Card Loyalty Program so that the
Users may be informed on EKONOMY Card
Loyalty Program and take participation in the
EKONOMY Card Loyalty Program and use all its
benefits ad rights as the Users, only to the extent
necessary to achieve that purpose.

If the Personal Data would be transferred out of
the Republic of Serbia to one of the countries
which do not ensure an adequate level of personal
data protection in accordance with the Law on
Personal Data Protection of the Republic of Serbia
(“Official Gazette of the Republic of Serbia”, no.
87/2018; hereinafter: the “Law’), the Company
would fulfil all relevant conditions and undertake
all measures necessary for the sake of ensuring
adequate warranties with regard to the processing
of the Personal Data and for the sake of ensuring
an adequate level of protection, including e.g. by
application of standard contractual clauses
prepared by the Commissioner, binding corporate
rules approved by the Commissioner, approvals
issued by the Commissioner and similar (for more
details about undertaken measures reach us on e-
mail of Vera Zivkovié i.e.
Vera.Zivkovic@hellenic-petroleum.rs or by letter
to the aforementioned address of the Company).

= Legal Basis of the Personal Data
Processing:

The Company processes Personal Data only in the
manner and under the conditions envisaged by the
Law and other applicable regulations. Legal basis
for the processing of Personal Data: Your consent
to the processing of Your Personal Data,
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sa Vama ili preduzimanje radnji pre zaklju¢enja
ugovora na Vas zahtev a sve u vezi sa pruzanjem
usluga Vama kao Korisnicima u okviru
EKONOMY Card Programa Lojalnosti i
isklju¢ivo VasSa saglasnost na obradu licnih
podataka u pogledu marketinskih, reklamnih i
promotivnih materijala, i drugih informacija o
proizvodima, uslugama i aktivnostima, koje zelite
da primate od nas, naSih povezanih lica ifili
partnera (Direktno oglasavanje); ali moze da
bude, u zavisnosti od okolnosti konkretnog
slucaja, posStovanje pravnih obaveza Drustva,
ostvarivanje legitimnih interesa Drustva (ili sa
njim povezanog lica) ili treceg lica, pod uslovom
da interesi i osnovna prava i slobode lica na koje
se podaci odnose ne pretezu nad tim interesima,
zaStita Zivotno vaznih interesa lica na koje se
podaci odnose (npr. u izuzetnim slucajevima radi
spasavanja  zivota, spreCavanja naruSavanja
zdravlja itd.); saglasnost za konkretnu obradu
Li¢nih podataka, ukljucujuéi obradu posebne vrste
podataka o li¢nosti, s tim da se saglasnost moze
opozvati u svakom trenutku, pri ¢emu opoziv ne
utice na dopustenost obrade koja je vrSena pre
opoziva.

* Rok ¢uvanja Li¢nih podataka:

Drustvo ¢e cuvati Licne podatke onoliko vremena
koliko je potrebno za ostvarivanje gore-navedenih
svrha obrade Li¢nih podataka ili do povlacenja
saglasnosti za obradu Li¢nih podataka ukoliko se
odlucite da povucéete svoju prethodno datu
saglasnost. Drustvo ¢e, u slucaju povlaéenja
saglasnosti, prestati sa obradom nakon povlacenja
predmetne saglasnosti, osim ukoliko za konkretnu
obradu postoji drugi zakonski osnov.

Kriterijumi za odredivanje perioda zadrzavanja
ukljuéuju: (i) vazenje ugovora; (ii) postojanje
zakonske obaveze koju je Drustvo duzno da
postuje; 1/ili (ii1) da li je zadrzavanje preporucljivo
u smislu pravnog polozaja DruStva (npr. u
pogledu sprovodenja vazeéih ugovornih uslova,
primenjivih rokova zastarevanja
pokretanja/vodenja pravnih postupaka, sporova ili
regulatornih istraga).

= Prava u vezi sa obradom Lic¢nih
podataka:

Vi kao lice na koje se odnose Li¢ni podaci imate,
u pogledu sopstvenih Li¢nih podataka i u skladu

performance of the agreement concluded with
You or performance of activities prior to
conclusion of such agreement at Your request and
all in accordance with the provision of the
services to You as the Users within EKONOMY
Card Loyalty Program and Your consent to the
processing of Your Personal Data regarding
marketing, advertisement and the promotional
materials, and other information on goods,
services and activities, you wish to receive from
us, our affiliated entities and/or partners (Direct
Marketing); but may be also, depending on the
circumstances of each particular case: fulfilment
of the Company’s legal obligations; pursuing
legitimate interests of the Company (or its
affiliate) or a third party, under the condition that
the interest or the fundamental rights and
freedoms of the employee do not override those
interests; protection of vital interests of data
subjects (e.g., in exceptional cases in order to save
lives, prevent health damage, etc.); consent for the
particular processing of the Personal Data,
including the processing of the special types of the
Personal Data, whereas such consent can be
withdrawn at any moment, whereas the
withdrawal shall not affect the lawfulness of
processing performed before the withdrawal.

=  Term of the Personal Data Retention:

The Company shall keep the Personal Data for as
long as necessary for the realization of the
aforementioned purposes of the Personal Data's
processing or until withdrawal of consent for the
processing of the Personal Data if you decide to
withdraw yours previously provided consent. The
Company shall, in the case of its withdrawal,
terminate the processing after the respective
withdrawal unless there is another statutory
ground for the particular processing.

Criteria for determining the retention period
include: (i) the term of the agreement; (ii) the
existence of a legal obligation which the
Company is obliged to comply with; and/or (iii)
whether retention is advisable in terms of the
Company's legal position (e.g. with respect to the
enforcement of applicable contractual terms,
applicable  statute of limitations  for
initiation/conduct of legal procedures, disputes or
regulatory investigations).

= Rights in Relation to the Processing of the
Personal Data:

You as the data subject has, with regard to his/her
Personal Data, and in accordance with the terms



sa uslovima predvidenim Zakonom, pravo da u
svakom trenutku zatrazite informacije o obradi
svojih Li¢nih podataka i da pristupite svojim
Li¢nim podacima, kao i da trazite njihovu kopiju,
ispravku, dopunu ili brisanje, ogranicenje njihove
obrade, da prigovorite njihovoj obradi (kada se
ista vr$i na osnovu legitimnog interesa Drustva ili
sa njim povezanog lica ili za potrebe direktnog
marketinga) i pravo na prekid njihove obrade, i
(gde je to primenljivo) prijem ili prenos podataka
u strukturiranom, uobicajeno koriS¢enom i
elektronski ¢itljivom formatu, kao i pravo da se na
Vas ne primenjuje odluka doneta isklju¢ivo na
osnovu automatizovane obrade.

Vi imate pravo da saglasnost povucete u svakom
trenutku, s tim da povlatenje ne utiCe na
zakonitost obrade koja je vrSena pre tog
povlacenja. Nakon povlacenja saglasnosti, obrada
predmetnih podataka od strane Drustva vise nije
dozvoljena osim ukoliko za nju postoji drugi
pravni osnov.

Drustvo je obavezno da obezbedi da se gore-
navedena prava poStuju i da se omoguci njihovo
ostvarivanje u Zakonom predvidenim rokovima.

U slucaju bilo kakve nedozvoljene obrade Li¢nih
podataka od strane Drustva, Vi imate pravo na
zakonom predvidenu pravnu zastitu, ukljucujuci i
pravo na podnoSenje prituzbe Povereniku za
informacije od javnog znacaja i zastitu podataka o
li¢nosti, kao i pravo na obra¢anje sudu radi zastite
svojih prava.

=  Kontakt

Ako imate bilo koje pitanje u vezi sa ovim
Obavestenjem o obradi li¢nih podataka, ili ako
zelite da zatraZite ostvarenje bilo kog od gore-
navedenih prava, mozete nam se obratiti putem e-
maila Vere Zivkovié¢ tj. Vera.Zivkovic@hellenic-
petroleum.rs ili na gore-navedenu adresu Drustva.

prescribed by the Law, the right to request
information about the processing of his/her
Personal Data and to access his/her Personal Data,
as well as to request their copy, rectification,
supplementation, or erasure, restriction of their
processing, to object against their processing
(when it is performed on the basis of legitimate
interest of the Company or its affiliate or for
direct marketing purposes) and right to the
processing's cessation and (where applicable)
receipt or transfer of data in a structured,
commonly used and machine-readable format, as
well as the right that a decision passed solely on
the basis of an automated processing is not
applied to You.

You are entitled to withdraw the consent at any
moment, whereas the withdrawal does not affect
legality of the processing carried out prior to the
withdrawal. After the consent's withdrawal, the
processing of the respective data by the Company
is not allowed anymore unless there is another
legal ground for such processing.

The Company is obliged to ensure that the above-
stated rights are respected and to enable their
exercising within the time limits prescribed by the
Law.

In case of any unlawful processing of Personal
Data by the Company, You have the right to legal
protection prescribed by the law, including the
right to lodge a complaint to the Commissioner
for Information of Public Importance and Personal
Data Protection, as well as the right to go to a
court in order to protect their rights.

= Contact:

If you have any question concerning this Privacy
Notice or if you want to exercise any of your
above-stated rights, you can contact us by e-mail
of Vera Zivkovié i.e. Vera.Zivkovic@hellenic-
petroleum.rs or to the aforementioned address of
the Company.



mailto:Vera.Zivkovic@hellenic-petroleum.rs
mailto:Vera.Zivkovic@hellenic-petroleum.rs
mailto:Vera.Zivkovic@hellenic-petroleum.rs
mailto:Vera.Zivkovic@hellenic-petroleum.rs

